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AES128 - C 
128 - bit Datapath AES 

Encrypt/Decrypt  

Megafunction  

The AES128-C megafunction implements Rijndael encoding in compliance with the 

FIPS-197 Advanced Encryption Standard. It can be programmed to either encrypt or 

decrypt 128-bit blocks of data, with a 128-bit, 192-bit or 256-bit cipher key. 

The megafunction has a 128-bit data path size, meaning one clock cycle is required to 

load/unload each 128-bit plaintext/ciphertext block. The megafunction requests the ex-

ternally calculated Round Key values while it processes an input block. An optional Key 

Schedule memory buffer can store the pre-computed Round Key values prior to encryp-

tion or decryption. A Key Expander is provided as an optional module to automatically 

fill the Key Schedule buffer. Since the megafunction has a 128-bit datapath and all in-

ternal operations are performed on 128-bit words, 11/13/15 clock cycles are required to 

encrypt or decrypt a block of data with a 128/192/256-bit cipher key, respectively. The 

same number of cycles is required by the Key Expander module for key expansion. 

The AES128-C megafunction is equipped with fully-stallable input and output interfaces. 

These enable the userôs application to stop the input stream according to a data arrival 

rate, or to stop the output stream when the megafunction is not able to receive data. 

The megafunction has been evaluated in a variety of technologies, and is available op-

timized for ASICs or FPGAs. Representative results show that the megafunction fits in a 

variety of Altera devices, requiring, for example, about 1,180 LEs for a Stratix device. 

Applications 

The megafunction is suitable for a variety of applications, including: 

¶ Secure networking routers 

¶ Wireless communications 

¶ Encrypted data storage 

¶ Secure video surveillance systems 

¶ Electronic financial transactions 
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= Conforms to the Advanced E n-

cryption Standard (AES) standad 

(FIPS PUB 197).  

= Supports both Encryption and 

Decryption, progr ammable du r-

ing operation.  

= Supports 128/192/256 -bit C i-

pher keys.  

= Processes each 128 -bit block in 

11/13/15 clock cycles for 

128/192/256 -bit cipher keys r e-

spectively.  

= Fully -stallable input and output 

interfaces, ideal for streaming 

applications.  

Additional C apabil i ties  

= Various cipher modes are su p-

ported, selectable during 

megafunction  configuration 

(prior to synth esis):  

- ECB (Electronic Codebook)  

- CBC (Cipher Block Chai ning)  

- CFB (Cipher Fee dback)  

- OFB (Output Fee dback)  

- CTR (Counter)  

= Optional Key Schedule memory 

buffer for storage of Round Key 

values.  

= Optional Key Expansion module 

for generation of Round Key va l-

ues.  

= Optimized design for ASIC or 

FPGA implementations.  

= Robust verification environment 

includes bit -accurate software 

model  

= Scan -ready design architecture  




